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1 | INTRODUCTION

Summary

Defects in infrastructure as code (laC) scripts can have dire consequences, for example, creat-
ing large-scale system outages. One approach to mitigate defects in laC scripts is to categorize
the operations that appear in defective scripts, which may help practitioners to efficiently allo-
cate validation and verification efforts. The goal of this paper is to help practitioners prioritize
validation and verification efforts for infrastructure as code (laC) scripts by identifying the character-
istics of defective laC scripts. We investigate if text features can be used to identify operations
that characterize defective 1aC scripts. We use two text mining techniques to extract text fea-
tures from laC scripts: the bag-of-words tachnique, and the term frequency-inverse document
frequency (TF-IDF) technique. Using the‘extracted features and applying grounded theory, we
characterize defective 1aC scripts.AWe.also use the text features to build defect prediction mod-
els. We apply our methodology en 2,439 l1aC scripts downloaded from four organizations namely,
Mirantis, Mozilla, Openstaek;-and Wikimedia Commons. We identify three properties that char-
acterize defective 1aC scripts: filesystem operations, infrastructure provisioning, and managing
user accounts. Qur constructed defect prediction models using text features yielded a median
F-measure 0f 072, 0.64, 0.74, and 0.72, respectively, for Mirantis. Mozilla, Openstack, and Wiki-
mediaCemmnons. Based on our findings, we advocate practitioners to allocate sufficient validation
and verification efforts for 1aC scripts which include any of the following operations: filesystem

operations, infrastructure provisioning, or managing user accounts.
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Continuous deployment (CD) is a software development methodology that helps information technology (IT) organizations to deploy software

rapidly [49]. In CD, configurations and infrastructure specifics of the deployment environment is treated as code in form of scripts, known as

infrastructure as code (1aC) scripts [24] [41]. IT organizations, such as Netﬂix Ambit EnergyEl and Wikimedia CommonsEl use laC scripts to auto-

matically manage their software dependencies, and construct automated deployment pipelines [41] [24]. Commercial IaC tools, such as Ansible

Lhttps://www.netflix.com/
https://www.ambitenergy.com/

Shttps://commons.wikimedia.org/wiki/Main_Page

“https://www.ansible.com/
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and Puppet[ﬂ provide multiple utilities to construct automated deployment pipelines. Use of 1aC scripts has helped IT organizations to increase
their deployment frequency. For example, Ambit Energy, used laC scripts to increase their deployment frequency by a factor of 1,200E]

However, while developing laC scripts practitioners may inadvertently introduce defects in 1aC scripts [41]. Defects in 1aC scripts can have seri-
ous consequences, for example, in January 2017, execution of a defective laC script erased home directories of ~270 users in cloud instances
maintained by Wikimedia CommonsE] Through qualitative and quantitative analysis we can identify operations that characterize defective 1aC
scripts. Such characterization can help IT organizations to efficiently allocate their validation and verification efforts by focusing on scripts that
contain the identified operations.

The goal of this paper is to help practitioners prioritize validation and verification efforts for infrastructure as code (laC) scripts by identifying the
characteristics of defective laC scripts.

We answer the following research questions:
RQ-1: What operations characterize defective infrastructure as code (laC) scripts? How frequently do the identified characteristics appear in laC scripts?
RQ-2: How can we build prediction models for defective infrastructure as code scripts using text features?

We characterize defective 1aC scripts by extracting text features. We use two text mining techniques to extract text features: the ‘bag-of-words
(BOW)’ technique [20] and the ‘term frequency-inverse document frequency (TF-IDF)’ technique [33]. We apply feature selection [58] on the
extracted features using principal component analysis (PCA) to account for collinearity and identify text features that are correlated with defec-
tive 1aC scripts. We apply the Strauss-Corbin Grounded Theory (SGT) [57] on text features that correlate with defective laC scripts to characterize
properties of defective 1aC scripts. We quantify the count of each identified property that appear in 1aC scripts. We construct defect prediction
models using the text features and four statistical learners namely, Classification and Regression Tree, Logistic Regression, Naive Bayes, and Ran-
dom Forest. We also tune the parameters of the four learners and the constructed text feature matrices to achieve better prediction performance.
We evaluate the performance of the constructed prediction models using six metrics: precision; recall; accuracy; G-mean; area under the receiver
operating characteristic curve (AUC); and F-Measure. We evaluate our methodology using 2,439 1aC scripts collected from four IT organizations:
Mirantis, Mozilla, Openstack, and Wikimedia Commons.

We list our contributions as following:
o Alist of operations that characterizes defective 1aC scripts; and
o Defect prediction models that predict defective laC scripts

In this paper, we extend our prior work titled “CharacterizingDefective Configuration Scripts Used for Continuous Deployment”, which was
published at the International Conference on Software Testing; Verification and Validation (ICST)’ 2018 [48]. The additional technical contributions

of our extended work is summarized as following:
e Application of our methodology to a new dataset, the Mirantis dataset;

e In addition to Random Forest, use of three other learners namely Classification and Regression Trees, Logistic Regression, and Naive Bayes to

construct defect prediction models;

e Inaddition to AUC and F-measure use of four other measures namely, precision, recall, accuracy and G-mean, to evaluate the constructed defect
prediction models.

e Evaluation of how tuning of text feature matrices impact performance of the constructed prediction models.

We organize rest of the paper as following: in Section[2lwe provide necessary background and related work. In Section[3lwe describe our method-
ology. In Section[4we describe our constructed datasets. We use Sections[5]and [8]respectively, to report our empirical findings, and discuss our
findings. We present the limitations of our paper in Section[7] We finally conclude the paper in Section([g]

2 | BACKGROUND AND RELATED WORK

We provide necessary background information and describe related work in this section.

Shttps://puppet.com/
Shttps://puppet.com/resources/case-study/ambit-energy
7https://wikitech.wikimedia‘org/wiki/l ncident_documentation/20170118-Labs
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'Solaris': { auth_protocol => “http' } e

'Cent0S': { auth_protocol => 'getAuth()| } <--~

default: { auth_protocol => “https' }

FIGURE 1 Annotation of an example Puppet script.

2.1 | Background

In this section, we provide background information on laC and prediction performance measures to evaluate defect prediction models.

2.1.1 | Infrastructure as Code (1aC)

laC is the practice of automatically defining and managing network and system configuiations, and infrastructure through source code [24]. Com-
panies widely use commercial tools such as Puppet, to implement the practice of [aC’[24] [27] [53]. We use Puppet scripts to construct our dataset
because Puppet is considered one of the most popular tools for configuratiori~management [27] [53], and has been used by companies since
2005 [35]. Puppet provide several language constructs to automate configuratigns, system administration tasks, and manage package dependen-
cies. For example, Puppet provides the ‘user’ construct to automatically create and manage user accounts. As another example, Puppet provides the
‘sshkey’ construct to manage SSH keys.

Typical entities of Puppet include modules and manifests [30].Aimadule is a collection of manifests. Manifests are written as scripts that use a.pp
extension. Puppet provides the utility ‘class’ that can be used-as aplaceholder for the specified variables and attributes, which are used to specify
configuration values. Similar to general purpose programmming languages, code constructs such as functions/methods, comments, and conditional
statements are also available for Puppet scripts. Forhetier'understanding, we provide a sample Puppet script with annotations in Figure[T]

2.1.2 | Performance Measures to Evaluate Defect Prediction Models

We use six measures to evaluate prediction performance of the constructed models:

e Precision: Precision measures the proportion of laC scripts that are actually defective given that the model predicts as defective. We use
Equation[T]to calculate precision.
TP

Precision = ———— (1)
TP+ FP

o Recall: Recall measures the proportion of defective laC scripts that are correctly predicted by the prediction model. We use Equationto
calculate recall.
TP

Recall = ———— (2)
TP+ FN

e Area Under The Receiver Operating Characteristic Curve (AUC): AUC uses the receiver operating characteristic (ROC). ROC is a two-
dimensional curve that plots the true positive rates against false positive rates. An ideal prediction model’s ROC curve has an area of 1.0. A
random prediction’s ROC curve has an area of 0.5. We refer to the area under the ROC curve as AUC throughout the paper. We consider
AUC as this measure is threshold independent unlike precision and recall [17], and recommended by prior research [32].

e F-Measure: F-Measure is the harmonic mean of precision and recall. Increase in precision, often decreases recall, and vice-versa [34]. F-

Measure provides a composite score of precision and recall, and is high when both precision and recall is high.
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e Accuracy: We calculate accuracy using Equation[3] In Equation[3] TP, TN, P, and N respectively presents true positives, true negatives,

number of defective scripts, and number of neutral scripts.

TP+ TN
Accuracy = PJJ:iN (3)

e G-Mean: We use Equation[]to calculate G-Mean.

G-Mean = +/(precision * recall) (4)

2.2 | Related Work

Our paper is related to empirical studies that have focused on |aC technologies, such as Puppet. Sharma et al. [54] investigated smells in [aC scripts
and proposed 13 implementation and 11 design smells. Jiang and Adams [27] investigated the co-evolution of 1aC scripts and other software arti-
facts, such as build files and source code. They reported changes to IaC scripts are tightly coupled with changes to test and source code files. Weiss
et al. [61] proposed and evaluated ‘Tortoise, a tool that automatically corrects erroneous configurations in laC scripts. Hummer at al. [25] proposed
aframework to enable automated testing of 1aC scripts. Bent et al. [10] proposed and validated nine metrics to detect maintainability issues in laC
scripts. Rahman et el. [44] investigated which factors influence usage of |aC tools. Rahman et al. [47] investigated the questions that programmers
ask on Stack Overflow to identify the potential challenges programmers face while working with Puppet. In another work, Rahman et al. [45] iden-
tified seven types of security smells that are indicative of security weaknesses in |aC scripts. They identified 21,201 occurrences of security smells
that include 1,326 occurrences of hard-coded passwords. Rahman and Williams [48] characterized operations that appear in defective scripts, for
example, setting up user account, file system operations and infrastructure provisioning.

Prior research has used text mining techniques such as BOW and TF-IDF to characterize and predict security and non-security defects. Scan-
dariato et al. [52] mined text features from 20 Android applications and used the mined text features to predict vulnerabilities that appear in these
applications. Walden et al. [60] applied the BOW-based text mining techniquéson web application source code to predict if the web applications
contain vulnerabilities. They observed that, for their selection of web appli¢ations, text mining works better for vulnerability prediction than that
of static code metrics. Perl et al. [43] applied the BOW model on commit messages extracted from version control repositories to predict security
defects in 66 Github projects. Hovsepyan et al. [23] mined text feattires from source code of 18 versions of a mobile application, and used the text
features to predict vulnerable files. They reported an average pigcision and recall of 0.85 and 0.88. Mizuno et al. [38] extracted patterns of tokens
from source code using spam filter technique to predict fault prone modules for two projects: argUML and eclipse BIRT. Hata et al. [21] mined text
features on source code from 10 releases of five projéctswising the spam filter technique. They observed with logistic regression, text-based fea-
tures outperform source code metrics with respect to'kuilding fault prediction models. Gegick et al. [16] used text mining techniques upon the bug
reports’ content to predict if a bug report is related to security or not. Aversano et al. [3] applied text mining to transform code changes into vector
spaces, and use the extracted vector spaces to predict which code changes introduce defects.

The above-mentioned studies demonstrate the usefulness of text features in software defect analysis. We take motivation from the above-
mentioned research studies and extract text features via text mining techniques. We use the text features to characterize defective laC scripts.

3 | METHODOLOGY

We first provide definitions, then we describe our methodology.
o Defect: Animperfection that needs to be replaced or repaired [26].
o Defect-related commit: A commit which includes an [aC script and whose message indicates that an action was taken related to a defect.
o Defective script: An laC script which is listed in a defect-related commit.

o Neutral script: An laC script with no reported defects.

3.1 | Dataset Construction

Our methodology of dataset construction involves three steps: repository collection (Section|3.1.1), commit message processing (Section|3.1.2), and
determining defect-related commits (Section|3.1.3).
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3.1.1 | Repository Collection

Researchers [59] [15], in prior work on defect prediction, used datasets from public software data archives such as Tera-PROMISE and NASA. But,
these datasets are derived from OOP-based systems [40] [15], and not from IaC scripts. Thus, we need to construct laC script-specific datasets to
evaluate our methodology and build prediction models. We use open source repositories to construct our datasets. An open source repository con-
tains valuable information about the development process of an open source project, but the project might have a short development period [39].

This observation motivates us to identify repositories for mining by using these inclusion criteria:

e Criteria-1: The repository must be available for download.

e Criteria-2: At least 11% of the files belonging to the repository must be 1aC scripts. Jiang and Adams [27] reported that in open source
repositories laC scripts co-exist with other types of files, such as Makefiles and source code files. They observed a median of 11.1% of the
files to be IaC scripts. By using a cutoff of 11%, we assume to collect a set of repositories that contain a sufficient amount of 1aC scripts for

analysis.

o Criteria-3: The repository must have at least two commits per month. Munaiah et al. [39] used the threshold of at least two commits per
month to determine which repositories are active with respect to development activity. We use this threshold to filter repositories that are
inactive with respect to development activity.

3.1.2 | Commit Message Processing

Prior research (e.g. [51], [62]) leveraged open source repositories that use version control systems (VCS) for defect prediction studies. We use two
artifacts from VCS of the selected repositories from Section to construct our datasets; (i) commits that indicate modification of IaC scripts;
and (ii) issue reports that are linked with the commits. We use commits because commits ¢elytain information on how and why a file was changed.
Commits can also include links to issue reports. Issue report summaries may provide mecednsights on why 1aC scripts were changed in addition to

what is found in commit messages. We collect commits and other relevant informationas following:
e First, we extract commits that were used to modify at least one laC scrigt/A commit lists the changes made on one or multiple files [1].

e Second, we extract the message of the commit. A commit includes a message, commonly referred as acommit message. The commit messages
indicate why the changes were made to the corresponding fitas [1].

e Third, if the commit message included a unique idertifier that maps the commit to an issue in the issue tracking system, we extract the
identifier and use that identifier to extract the sumrnary of the issue. We use regular expression to extract the issue identifier. We use the

corresponding issue tracking API to extract tie symmary of the issue; and

e Fourth, we combine the commit message with any existing issue summary to construct the message for analysis. We refer to the combined
message as ‘extended commit message (XCM)’ throughout the rest of the paper. We use the extracted XCMs to separate the defect-related

commits from the non defect-related commits, as described in[3.1.3]

3.1.3 | Determining Defect-related Commits

We use defect-related commits to identify the defective 1aC scripts, and the metrics that characterizes defective 1aC scripts. We apply qualitative
analysis to determine which commits were defect-related commits. Qualitative analysis provides the opportunity to improve the quality of the
constructed dataset [22]. We perform qualitative analysis using the following three steps:

Categorization Phase: At least two raters with software engineering experience determine which of the collected commits are defect-related.
We adopt this approach to mitigate the subjectivity introduced by a single rater. Each rater classifies an extended commit message (XCM)
as defect-related if the XCM represents an imperfection in an laC script. We provide raters with an electronic handbook on laC scripts [30],
and the IEEE publication on anomaly classification [26]. We record agreement between raters and compute the Cohen’s Kappa [9] score, for
all XCMs.

Resolution Phase: Raters can disagree if a XCM is defect-related. In these cases, we use an additional rater’s opinion to resolve such disagree-
ments. We refer to the additional rater as the ‘resolver’.

Practitioner Agreement: To evaluate the ratings of the raters in the categorization and the resolution phase, we randomly select 50 XCMs for each

dataset, and contact practitioners. We ask the practitioners if they agree to our categorization of XCMs. High agreement between the raters’
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categorization and programmers’ feedback is an indication of how well the raters performed. The percentage of XCMs to which practitioners

agreed upon recorded and the Cohen’s Kappa score should be computed. Practitioners do not provide any input to the raters’ classifications.

Upon completion of these three steps, we can classify which commits and XCMs are defect-related. From the defect-related commits, we deter-
mine which laC scripts are defective, similar to prior work [62]. Defect-related commits list which laC scripts were changed, and from this list we
determine which laC scripts are defective. From the defective and neutral scripts we extract text features using two steps: text preprocessing and
text feature extraction, respectively discussed in Section[3.1.4]and Section[3.1.5]

3.14 | TextPreprocessing

We apply text pre-processing in the following steps:
e First, we remove comments from scripts.

e Second, we split the extracted tokens according to naming conventions: camel case, pascal case, and underscore. These split tokens might

include numeric literals and symbols, so we remove these numeric literals and symbols. We also remove stop words.

o Finally, we apply Porter stemming [44] on the collected tokens. After completing the text preprocessing step, we collect a set of pre-

processed tokens for each laC script in each dataset.

3.1.5 | TextFeature Extraction

We use two text mining techniques to extract text features: ‘bag-of-words (BOW)’ [20] and ‘term frequency-inverse document frequency (TF-
IDF)" [33]. The BOW technique which has been extensively used in software engineering (e.g.\[43] [60] [23]), converts each laC script in the dataset
to aset of words or tokens, along with their frequencies. Similar to BOW, the TF-IDF techrfigle is also popular in software engineering (e.g. [13] [12]),
and prior research has demonstrated that TF-IDF can help in building better prediction'models [33].

Bag-of-Words: Using the BOW technique, we use the tokens extracted from Section We compute the occurrences of tokens for each script.
By using the occurrences of tokens we construct a feature vector. Finallyforalithe scripts in the dataset, we construct a feature matrix.

ScriptA ScriptB
build, git, inglude, build, dir, file, include,
template os

Feature Vector
<build, dir, file, git, include, os,
template>

Scripta | <1,0,0,1,1,0,1>

ScriptB | <1,1,1,0,1,1,0>

FIGURE 2 A hypothetical example to illustrate the BOW technique|3.1.5

We use a hypothetical example shown in Figure[2]to illustrate the BOW technique. In our hypothetical example, our dataset has two laC scripts
ScriptA and ScriptB that respectively contain four and five pre-processed tokens. From the occurrences of tokens, we construct a feature vector
where the the token ‘build’ appears once for ScriptA and ScriptB.

TF-IDF: The TF-IDF technique computes the relative frequency of a token compared to other tokens, across all documents [33]. In our experi-
mental setting, the tokens that we apply TF-IDF on, are extracted from laC scripts, as discussed in Section[3.1.4] The documents are the 1aC scripts
from which we extracted the tokens. For a script s, and a token t, we calculate the TF-IDF as following:

o Calculate TF: We calculate TF of token t in script s using Equation[5}

occurences of token ¢ in script s
total count of tokens in script s

TF(t,s) =
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ScriptA ScriptB ScriptA ScriptB
build 0.25 0.20 Token IDF build 0.00 0.00
ScriptA dir 0.00 0.20 build 0.00 dir 0.00 0.06
{ build F emplate || | file 0.00 0.20 dir 030 file 0.00 0.06
: - N file 0.30
git 0.25 0.00 git 0.07 0.00
git 030
include 0.25 0.20 i
include 0.00 include 0.00 0.00
os 0.00 0.20 os 030 os 0.00 0.06
template 0.25 0.00 template 030 template 0.07 0.00
a b c d

FIGURE 3 A hypothetical example to illustrate out feature vectorization technique using TF-IDF. Figurepresents the pre-processed tokens of
two scripts: ScriptA and ScriptB. Figure[3b]presents the TF values for both scripts. Figure[3c|presents the IDF scores for the unique seven tokens.
Finally, TF-IDF scores for each script and token is presented in Figure@}

e Calculate IDF: We calculate IDF of token t using Equation[6}

IDF(t) =

. total count of scripts in the dataset )
9810 \ Count of scripts in which token ¢ appears at least once
e Calculate TF-IDF: We calculate TF-IDF of token t using Equation[7}
TF — IDF(t,s) = TF(t,s) x IDF(t) 7)

We use a hypothetical example to illustrate how the TF-IDF vectorization process Works as shown in Figure [3] In our hypothetical example,
our dataset has two laC scripts ScriptA and ScriptB that respectively contain four ang‘five pre-processed tokens. The total unique tokens in our
hypothetical dataset is seven because two tokens appear in both scripts. Using Equation we calculate the TF metric for each of these tokens and
for both scripts: ScriptA and ScriptB. For example, the TF metric for tokeitemplate’ and ScriptA is 0.25, as the token ‘template’ appears once in
ScriptA, and the total count of tokens in ScriptA is 4. Next, we show the calculation of metric IDF for all tokens using Equation[8] For the token
‘template’ we observe IDF to be 0.3, as it appears in one of the two gcripts in our hypothetical dataset. Finally, using Equation we determine the
TF-IDF scores for token ‘template’. For ScriptA and ScriptB tokeritemplate’ has a TF-IDF score of 0.07, and 0.0, respectively.

Upon completion of this step, we create a feature vector foreach script in the dataset for both techniques: BOW and TF-IDF.

3.1.6 | Feature Selection

Feature selection is the process of eliminating features that have minimal influence on prediction performance [18] [58]. All of the extracted text
features using the BOW and TF-IDF techniques may not be correlated with defective laC scripts and may not contribute in building defect pre-
diction models. The text features that have minimal correlation with defective 1aC scripts can be eliminated via feature selection. We use principal
component analysis (PCA) [58] for feature selection because PCA accounts for multi-collinearity amongst features [58] and identifies the strongest
patterns in the data [58]. PCA creates independent linear combinations of the features that account for most of the co-variation of the features.
PCA also provides a list of components and the amount of variance explained by each component. These principal components are independent and
do not correlate or confound each other. For feature selection, we compute the total amount of variance accounted by the PCA analysis to deter-
mine what text features should be used for building prediction models. We select the count of principal components that account for at least 95%
of the total variance to avoid overfitting. The identified components include text features that correlate with defective scripts.

We use the identified components using PCA analysis to answer RQ-1 and RQ-2. As will be described in Section[3.2] to answer RQ-1, we apply
qualitative analysis on the text features that correlate with defective 1aC scripts. Next, as will be described in Section[3:3]to answer RQ-2, we use

the identified principal components as input to statistical learners for building defect prediction models.

3.2 | RQ-1: What operations characterize defective infrastructure as code (1aC) scripts? How frequently do the
identified characteristics appear in 1aC scripts?

The text features included in the identified principal components from Section[3.1.8]are correlated with defective IaC scripts. However, these text
features are tokens, which might be insufficient to produce actionable information for practitioners. We address this issue by applying qualitative

analysis on the identified tokens. We apply a qualitative analysis called Strauss-Corbin Grounded Theory (SGT) [57]. SGT is a variant of Grounded
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| Text Features in Defective Scripts I——%i Codes H' Low-level Concept H High-level Conclusion
=

acceSSChECk i R
copi, ewd, dir, | mmmmmmmmmm— > cwd, dir, directori, ) Directory-related action |
directori, ensur, ensur, mode, path, L and attributes | Filesystem
i i ermiss,usr " m=mE=__—_——_——=—- .
exe, file, filenar, ? : operations appear
json, mode, path . S
Jperr;,iss sc,ri’;t ’ access, check, copi, Fm—————— . more in defective
usr ' ensur, exe, file, filenam, N File-related actionand IaC scripts
""""""" P | json, mode, path, | attributes I
permiss, script ] 0 e e e - -

FIGURE 4 An example of how we use Strauss-Corbin Grounded Theory (SGT) to characterize defective laC scripts.

Theory (GT) [57] [55] that allows for specification of research questions and is used to characterize properties from textual artifacts [57] [55].
SGT includes three elements: ‘codes’, ‘low-level concept’, and ‘high-level conclusion’. In SGT, a ‘high-level conclusion’ represents an attribute or
property [57], and by deriving these high-level conclusions, we identify properties that characterize defective scripts.

We use an example in Figure[4]to explain how we use the three SGT elements. We first start with text features that characterize defective laC
scripts determined by our PCA analysis to derive necessary codes. These codes are formed using text features that share a common attribute.
As shown in Figure[d] using the commonality amongst attributes we construct two codes: one code is related to directories, and the other code
is related to files. Next, we generate low-level concepts from the codes by creating a higher level of abstraction than text features. For example,
the low-level concept ‘directory-related action and attributes’ was determined by the 11 tokens identified as codes. The final step is to draw high-
level conclusions by identifying similarities between the low-level concepts. In the example, the two low-level concepts are related to performing
filesystem operations. We use these two low-level concepts to determine a high-level conclusion ‘Filesystem operations appear more in defective
1aC scripts’. This high-level conclusion identifies one of the operations that characterize defective laC scripts.

The second part of RQ1 is focused on the frequency of the identified properties that characterize defective scripts. By quantifying the frequency
of the identified properties, we can identify how many scripts can be prioritized for verification and validation using that particular property. We

determine the frequency of each property by counting for how many scripts the property appears at least once, in the following two-step process:

e Step 1-Keyword Search: First, we identify if any of the text features used as codes for a property, appears at least once in any of the laC
scripts. As a hypothetical example, if any of the following text features ‘dir’, and ‘file, that are used as codes for a property, appear at least once
in a script, then that script is considered for further analysis. Completion of Step 1 will provide a list of scripts which need further inspection
in Step 2.

o Step 2-Manual Examination: The identified scripts in Step 1 can yield false positives, for example, a script can contain the text feature ‘file,
even though the script is unrelated with filesystem operations. We apply manual analysis to determine which scripts actually contain the
property of interest. We consider a script to contain a property if:

- thescriptuses the required laC syntax to implement the property. (For example, to implement a filesystem operation in Puppet a script
must use the ‘file’ syntaxF); or

- the comments in the script reveals the property of interest (‘This script changes permission of file a.txt’ is an example comment that
reveals that the script performs a filesystem operation)

Upon completion of the above-mentioned two-step process, we will identify which properties appear in how many scripts.

3.3 | RQ-2: How can we build prediction models for defective infrastructure as code scripts using text features?

We answer RQ-2 by using the principal components identified from Section[3.1.8] Next, we use statistical learners to construct defect prediction
models. We evaluate the performance of cont constructed defect prediction models using six measures.

3.3.1 | Statistical learners to Construct Defect Prediction Models

We use four statistical learners:

8https://puppet.com/docs/puppet/5.3/types/file.html



Akond Rahman ET AL | 9

o Classification and Regression Tree (CART): CART generates a tree based on the impurity measure and uses that tree to provide decisions
based oninput features [7]. We select CART because this learner does not make any assumption on the distribution of features, and is robust
to model overfitting [58] [7].

o Logistic Regression (LR): LR estimates the probability that a data point belongs to a certain class, given the values of features [14]. LR
provides good performance for classification if the features are roughly linear [14]. We select LR because this learner performs well for

classification problems [14], such as defect prediction [50] and fault prediction [19].

o Naive Bayes (NB): The NB classification technique computes the posterior probability of each class to make prediction decisions. We select

NB because prior research has reported that defect prediction models that use NB perform well [19].

e Random Forest (RF): RF is an ensemble technique that creates multiple classification trees, each of which are generated by taking random
subsets of the training data [6] [58]. Unlike LR, RF does not expect features to be linear for good classification performance. Researchers [17]
recommended the use of statistical learners that use ensemble techniques to build defect prediction models.

3.3.2 | Automated Tuning

We apply two tuning strategies to investigate if tuning helps improve the performance of our constructed defect prediction models. The two tuning

strategies are tuning parameters of statistical learners and tuning of text feature matrices, which we describe below:

Tuning Parameters of Statistical Learners

We use differential evolution (DE) [54], a search-based algorithm, to automatically tune the parameters of RF. We select DE because using DE as a
parameter tuning technique, researchers have observed improved prediction performance for'software defects [15]. For a given measure of quality
and a set of input parameters that needs to be tuned, DE iteratively identifies the compination of parameter values for which the given measure
of quality is optimal. Each combination of parameter value is referred as a ‘candidate solution’ in DE. DE achieves optimization by generating a
population of candidate solutions and creating new candidate solutions by combiniihg existing ones. Four attributes of DE can be set to control the
generation of populations: GENERATION, POPULATION, cross-over probahiiity (CR), and mutation constant (F). In our case, parameters of each
statistical learner is the set of input parameters that need to be tuned. The,given measure of quality is the prediction performance measure. We
set GENERATION, POPULATION, CR, and F to respectively, 50, 10,0.50, and 0.50. We repeat the above-mentioned process separately for the six
prediction performance measures AUC, precision, recall, F-measuse, sccuracy, and G-Mean.

We determine the parameters for tuning by applying the failowing steps:

e Step-1: We search the ACM Digital Library, IEEEXplere, ScienceDirect, and Springer using keywords ‘parameter tuning’, ‘defect prediction),
and ‘software engineering’.

o Step-2: Next, we read the collected publication from Step-1 to identify if the publication (i) reported the use of a statistical learner; and (ii)

reported which parameters were tuned to report variation in prediction performance for the learner.

o Step-3: Weread the publications collected from Step-2, to determine if they used CART, LR, or RF. If so, from these publications we determine

which parameter of each statistical learner needs to be tuned and the ranges of values we can select.

Tuning of Text Feature Matrices

We take motivation from Krishna et al. [29]'s findings where they reported the impact of text feature count on text feature-based prediction. They
observed that upon construction of a TF-IDF matrix, improved prediction performance can be obtained by selecting the top-1000 text features with
the highest TF-IDF scores. In this experiment, similar to Krishna et al. [29], for each dataset we first sort the count-of-words and TF-IDF matrices.
Then we select the top-i text features from the sorted matrices. We vary i from 250, 500, ... total number of text features existing in each dataset.
Next, we construct defect prediction models using the selected text features and measure prediction performance with respect to the six metrics.
We repeat the same process for both approaches: BOW and TF-IDF.

3.3.3 | 10x10-fold Cross Validation

We use 10x 10-fold cross validation to evaluate the constructed prediction models. In the 10-Fold cross validation evaluation approach, the dataset
is partitioned into 10 equal sized subsamples or folds [58]. The performance of the constructed prediction models are tested by using nine of the
10 folds as training data, and the remaining fold as test data. Similar to prior work [17], we repeat the 10-fold cross validation 10 times to assess
prediction stability.
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TABLE 1 Filtering Criteria to Construct Defect Datasets

Criteria Dataset
Mirantis Mozilla Openstack Wikimedia
Criteria-1 26 1,594 1,253 1,638
Criteria-2 20 2 61 11
Criteria-3 20 2 61 11
Final 20 2 61 11
4 | DATASETS

We construct datasets using Puppet scripts from OSS repositories maintained by four organizations: Mirantis, Mozilla, Openstack, and Wikimedia
Commons. We select Puppet because it is considered as one of the most popular tools to implement 1aC [27] [53], and has been used by organizations
since 2005 [35]. Mirantis is an organization that focuses on the development and support of cloud services, such as OpenStackEl Mozilla is an OSS
community that develops, uses, and supports Mozilla products, such as Mozilla FirefoxE] The Openstack foundation is an open-source software
platform for cloud computing where virtual servers and other resources are made available to customers[lZ] The Wikimedia Foundation is a non-
profit organization that develops and distributes free educational content

4.1 | Repository Collection

We apply the three selection criteria presented in Section[3.1.]to identify the repositoriesthat we use for analysis. We describe how many of the
repositories satisfied each of the three criteria in Table[T] Each row corresponds to the céunt of repositories that satisfy each criteria. For example,
26 repositories satisfy Criteria-1, for Mirantis. In total, we obtain 94 repositories td extract Puppet scripts from.

4.2 | Commit Message Processing

We report summary statistics on the collected repositories in Table As shown we altogether collect 12,875 commits in which 2,424 Puppet scripts
are modified. Of the 12,875 commits, 5,308 of them included liKs/to issue reports. The amount of defect-related commits varied between 25.4%
and 33.7%. The amount of defective scripts varied between44.6% and 58.5%. The constructed datasets used for empirical analysis are available

online[&]

4.3 | Determining Defect-related Commits

We use 89 raters to determine the defect-related commits, using the following phases:
e Categorization Phase:

- Mirantis: We recruit students in a graduate course related to software engineering via e-mail. The number of students in the class was
58, and 32 students agreed to participate. We follow IRB#12130, in recruitment of students. We randomly distribute the 1,021 XCMs
amongst the students such that each XCM is rated by at least two students. The average professional experience of the 32 students in
software engineering is 1.9 years. On average, each student took 2.1 hours.

- Mozilla: One second year PhD student and one fourth year PhD student separately apply qualitative analysis on 3,074 XCMs. The
fourth and second year PhD student, respectively, have a professional experience of three and two years in software engineering. The

fourth and second year PhD student, respectively, took 37.0 and 51.2 hours to complete the categorization.

- Openstack: One second year PhD student and one first year PhD student separately, apply qualitative analysis on 7,808 XCMs from

Openstack repositories. The second and first year PhD student respectively, have a professional experience of two and one years in

?https://www.mirantis.com/
Ohttps://www.mozilla.org/en-US/

" https://www.openstack.org/
2https://wikimediafoundation.org/
Bhttps://figshare.com/s/ad26e370c833e8aa9712
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TABLE 2 Summary statistics of constructed datasets

Statistic Dataset

Mirantis Mozilla Openstack Wikimedia
Puppet Scripts 165 580 1,383 296
Puppet Code Size (LOC) 17,564 30,272 122,083 17,439
Defective Puppet 91o0f 165,55.1% 259 of 580, 44.6% 810 0f 1383, 58.5% 161 of 296, 54.4%
Scripts
Commits with Puppet 1,021 3,074 7,808 972
Scripts
Commits with Report 820f1021,8.0% 2764 of 3074, 2252 of 7808, 2100f972,21.6%
IDs 89.9% 28.8%
Defect-related 344 of 1021, 33.7% 558 of 3074, 18.1% 1987 of 7808, 298of972,30.6%
Commits 25.4%

software engineering. The second and first year PhD student completed the categorization of the 7,808 XCMs respectively, in 80.0
and 130.0 hours.

Wikimedia: 54 graduate students recruited from the ‘Software Security’ course are the raters. We randomly distribute the 972 XCMs
amongst the students such that each XCM is rated by at least two students. According to our distribution, 140 XCMs are assigned to
each student. The average professional experience of the 54 students in software engineering is 2.3 years. On average, each student
took 2.1 hours to categorize the 140 XCMs. The IRB protocol was IRB#9521

e Resolution Phase:

Mirantis: Of the 1,021 XCMs, we observe agreement for 509 XGivls and disagreement for 512 XCMs, with a Cohen’s Kappa score of
0.21. Based on Cohen'’s Kappa score, the agreement level is/fale’ [31].

Mozilla: Of the 3,074 XCMs, we observe agreement for 1,308 XCMs and disagreement for 1,766 XCMs, with a Cohen’s Kappa score
of 0.22. Based on Cohen'’s Kappa score, the agreementievel is ‘fair’ [31].

Openstack: Of the 7,808 XCMs, we observe agreariaent for 3,188 XCMs, and disagreements for 4,620 XCMs. The Cohen’s Kappa score
was 0.21. Based on Cohen’s Kappa score, the-agréement level is ‘fair’ [31].

Wikimedia: Of the 972 XCMs, we obsérvejagreement for 415 XCMs, and disagreements for 557 XCMs, with a Cohen’s Kappa score
of 0.23. Based on Cohen’s Kappa score, the agreement level is ‘fair’ [31].

The first author of the paper was the resolver, and resolved disagreements for all four datasets. In case of disagreements the resolver’s

categorization is considered as final. We observe that the raters agreement level to be ‘fair’ for all four datasets.

Practitioner Agreement: We report the agreement level between the raters’ and the practitioners’ categorization for randomly selected 50

XCMs as following:

Mirantis: We contact three practitioners and all of them respond. We observe a 89.0% agreement with a Cohen’s Kappa score of 0.8.

Based on Cohen’s Kappa score, the agreement level is ‘substantial’ [31].

Mozilla: We contact six practitioners and all of them respond. We observe a 94.0% agreement with a Cohen’s Kappa score of 0.9.

Based on Cohen’s Kappa score, the agreement level is ‘almost perfect’ [31].

Openstack: We contact 10 practitioners and all of them respond. We observe a 92.0% agreement with a Cohen’s Kappa score of 0.8.
Based on Cohen’s Kappa score, the agreement level is ‘substantial’ [31].

Wikimedia: We contact seven practitioners and all of them respond. We observe a 98.0% agreement with a Cohen’s Kappa score of
0.9. Based on Cohen’s Kappa score, the agreement level is ‘almost perfect’ [31].

We observe that the agreement between ours and the practitioners’ categorization varies from 0.8 to 0.9, which is higher than that of the agree-

ment between the raters in the Categorization Phase. One possible explanation can be related to how the resolver resolved the disagreements.

The first author of the paper has industry experience in writing laC scripts, which may help to determine categorizations that are consistent with

practitioners. Another possible explanation can be related to the sample provided to the practitioners. The provided sample, even though randomly

selected, may include commit messages whose categorization are relatively easy to agree upon.
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5 | EMPIRICAL FINDINGS

In this section we present our empirical findings.

5.1 | RQ-1: What operations characterize defective infrastructure as code (1aC) scripts? How frequently do the
identified characteristics appear in 1aC scripts?

We identify 1699, 1808, 3545, and 2398 unique text features from all laC scripts, respectively, for Mirantis, Mozilla, Openstack, and Wikimedia. By
applying PCA analysis, we observe that, respectively, for Mirantis, Mozilla, Openstack, and Wikimedia, 100, 393, 437, and 327 components account
for at least 95% of the total variance when the bag-of-words technique (BOW) is applied. When TF-IDF is applied, we observe 100, 557, 485, and
662 components account for 95% of the total variance. For both BOW and TF-IDF, the components identify text features that are correlated with
defective scripts. As described in Section[3.2] we use these text features to derive properties that characterize defective laC scripts using SGT.
We identify three properties that characterize defective |aC scripts. These properties are: ‘filesystem operations’, ‘infrastructure provisioning’, and
‘managing user accounts’. All three properties are derived from text features using BOW and TF-IDF. Each of these properties correspond to an
operation executed in an laC script. We list the identified properties that characterize defective laC scripts with example code snippets in Table[3]
We list each property in the ‘Characteristic’ column, and a corresponding example code snippet in the ‘Example Code Snippet’ column. We briefly

describe each property as following:

o Filesystem operations: Filesystem operations are related to performing file input and output tasks, such as setting permissions of files and direc-
tories. For example, in Table we report a code snippet that assigns permission mode ‘0444’ to the file /etc/firejail/thumbor.profile’. The file is

assigned to owner ‘root’, and belongs to the group ‘root’.

o Infrastructure provisioning: This property relates to setting up and managing infrastructure for specialty systems, such as data analytics and
database systems. From our qualitative analysis, we identify four types of systenis.that are provisioned: build systems, data analytics systems,
database systems, and web server systems. Cito et al. [8] observed that laC tocis.tiave become essential in cloud-based provisioning, and our find-
ing provides further evidence to this observation. Vendors for laC tools, such’as Puppet advertise automated provisioning of infrastructure as

one of the major capabilities of laC tools, but our results indicate that thé capability of provisioning via laC tools can introduce defects.

e Managing user accounts: This property of defective laC scripts islassociated with setting up accounts and user credentials. In Table[3] we pro-
vide an example on how user ‘puppetsync’ is created. One.of(tie major tasks of system administrators is to setup and manage user accounts in
systems [2].. 1aC tools, such as Puppet, provide APl methdds to6 create and manage users and their credentials in the system. According to some
practitioners 28], 1aC tools, such as Puppet, can orily ne beneficial for managing a small number of users, and managing large number of users

increases the chances of introducing defects in scripts.

5.2 | Frequency of the Identified Characteristics

As described in Section [3.2] we apply a two-step process to calculate the frequency of the properties that characterize defective scripts. After
executing the keyword search step (Step-1), we identify certain scripts that include the three operations: filesystem, infrastructure provisioning,
and managing user accounts. We have presented these findings in Table[d] Each cell in the table presents how many of the total laC scripts in a
certain dataset include a certain operation based on keyword search.

Finally, after completion of manual examination (Step 2), we report the frequency of identified properties that characterize defective laC scripts
in Table The ‘Characteristics’ column represents a property, and in the ‘Frequency’ column we report the frequency of each property. We observe
that for Mozilla 21.7% of scripts contain filesystem operations. The ‘Infrastructure provisioning (total)’ row presents the summation of the four
provisioning-related operations: provisioning of (i) build, (ii) data analytics, (iii) database, and (iv) web server systems. We observe the reduction
in the count of scripts for which each property is observed, upon application of Step-2. Our findings suggest that the keyword-based matching
technique can generate a lot of false positives, and manual inspection can filter out these false positives, as demonstrated by Bosu et al. [5], for
detecting vulnerable code changes.

Table[5lalso indicates how many scripts can be prioritized for verification and validation efforts. For example, considering filesystem operations
for Mirantis, 15.1% of the total scripts can be prioritized. As shown in the ‘Total’ row, considering all three properties, namely filesystem, infrastruc-

ture provisioning, and managing user accounts, then instead of using all 165 laC scripts for verification and validation, 104 (63.0%) can be prioritized.

https://puppet.com/products/capabilities/automated-provisioning



Akond Rahman ET AL 13

TABLE 3 Operations in Defective 1aC Scripts

Characteristic Example Code Snippet

Filesystem operations

file {’/etc/firejail/thumbor.profile’:
ensure => present,
owner => ’root’,
group => ’root’,
mode => 04447,
source => ’puppet:///modules/thumbor/thumbor.profile’,

¥
Infrastructure provisioning Build systems
exec {
’add-builder-to-mock_mozilla’:
command => "/usr/bin/gpasswd -a ${users::builder::username} mock_mozilla",
unless => "/usr/bin/groups ${users::builder::username} | grep ’\\<mock_mozilla\\>’",
require => [Class[’packages::mozilla::mock_mozilla’], Class[’users::builder’]];
3
Data analytics systems

service {’elasticsearch’:
ensure => running,
enable => true,
require => [
Package[’elasticsearch’, ’openjdk-7-jre-headless’],
File[’/var/run/elasticsearch/’],
1
¥

Database systems

mysql::user { $extension_cluster_db_user:

password => $extension_cluster_db_pass,

grant => "ALL PRIVILEGES ON ${extension\_cluster\“shared\_db\_name}.*"
}

Web server systems

file{’/etc/apache2/ports.conf’:
content => template(’apache/ports £0mf.erb’),
require => Package[’apache2’],
notify => Service[’apache2’}{

}

Managing User Accounts

user {
’ puppet.gynel
managbhomy, => true,
Hotie =>,$homedir,
passyord => ’*’, # unlock the account without setting a password
comment => "synchronizes data between puppet masters';

TABLE 4 Frequency of Identified Operations Based on Keyword Search

Characteristics Frequency

MIR MOz OST WIK
Filesystem operations 55.2% 37.5% 50.9% 67.2%
Infrastructure provisioning 43.7% 51.0% 42.1% 26.7%
Managing user accounts 16.6% 31.3% 65.0% 41.9%

Similarly, considering all three properties, 50.8%, 31.1%, 34.5% and 42.9% of all scripts respectively in Mirantis, Mozilla, Openstack and Wikimedia
can be prioritized for verification and validation.

5.3 | RQ-2: How can we build prediction models for defective infrastructure as code scripts using text features?

We report our findings related to our DE-based prediction models in Section[5.3.1] We report our findings related to tuning text feature matrix in
Section[5.3.2]
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TABLE 5 Frequency of Identified Operations Based on Keyword Search and Manual Examination

Characteristics Frequency

MIR MOz OST WIK
Filesystem operations 15.1% 21.7% 14.5% 23.4%
Infrastructure provisioning (build systems) 0.5% 2.8% 0.0% 0.0%
Infrastructure provisioning (data analytics systems) 1.1% 2.7% 6.2% 5.4%
Infrastructure provisioning (database systems) 10.5% 0.8% 7.7% 4.3%
Infrastructure provisioning (web server systems) 17.0% 0.6% 5.0% 8.2%
Infrastructure provisioning (total) 29.1% 6.9% 18.9% 17.9%
Managing user accounts 6.6% 2.5% 1.1% 1.6%
Total 50.8% 31.1% 34.5% 42.9%

TABLE 6 Parameters Selected for Tuning

Learner Parameter Description Range
CART  max_depth [15] Maximum depth of the tree. By default, CART expands the tree until all leaves belong to only one  [1, 50]
class [42].
max_features [15] Number of features to consider for the best split. By default, CART uses all features to build a  [0.01,
tree [42]. 1.0]
min_samples_split [15] Minimum number of samples required to split an internal node. Default: 2 [2,20]
min_samples_leaf [15] Minimum number of samples required to be at a leatinode. Default: 1 [1,20]
LR A1) Penalty to increase the magnitude of features t& redzce overfitting. Default: 1.0 [0.01,
1.0]
penalty [11] Penalty function. Default: ‘12’ ‘11712’
NB Distribution [34] [63] Assumption on the underlying probaidilistic distribution. Default: Gaussian ‘Gaussian()’,
‘Bernoulli()’
RF max_features [15] Number of features to considerfor the best split. By default, RF uses square root of features to  [0.01,
build a tree [42]. 1.0]
max_leaf_nodes [15] Grow trees with max, leaf_nodes in best first fashion. By default, RF does not limit the count of  [1, 50]
nodes to growrees [42].
min_samples_split [15] Minimum number of samples required to split an internal node. Default: 2 [2,20]
min_samples_leaf [15] Minimum number of samples required to be at a leaf node. Default: 1 [1,20]
n_estimators [15] Number of trees in the forest. Default: 100 [50,
150]
5.3.1 | Building Defect Prediction Models Using Differential Evolution (DE)

Using the steps described in Section[3.3.2] we obtain the list of parameters that need to be tuned. By executing Step-1, we collect 10, 2, 44, and
12 publications from IEEEXplore, ACM Digital Library, ScienceDirect, and Springer, respectively. From this total collection of 68 publications, we
observe nine publications to report their use of statistical learner with at least one parameter (Step-2). Finally, in Step-3, we observe three of the
nine publications, to use CART, LR, or RF. From these publications we determine what parameters need to be tuned and the range of values for each
parameter. Of the reported parameters, we only select those parameters for tuning which are available as part of the Scikit Learn API [42].

In Table[8] we report the parameters we selected for tuning using DE. The ‘Parameter’ column presents the parameter name followed by the
reference of the publication from which we derive the parameter and the value range. The ‘Description’ and ‘Range’ columns, respectively, describe
a short description of the parameter and the range of values for the parameter. All parameters are numeric except for ‘penalty’, a parameter of LR.
‘penalty’ is string-based.

The median AUC values are presented in Table The ‘BOW’ and ‘TF-IDF’ columns provides the median AUC values, respectively, for the BOW
and TF-IDF technique. For AUC the BOW technique outperforms the TF-IDF technique for all four datasets.

We report the median precision, recall, F-measure, accuracy, and G-mean values for 10 x 10 cross validation, for all learners and all datasets
respectively in Tables[8][9)[1I0][1T} and[12] With respect to median accuracy, precision, and F-measure, the BOW technique outperforms the TF-IDF
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TABLE 7 Median AUC for two model building techniques: BOW and TF-IDF.

Dataset BOW TF-IDF

CART LR NB RF CART LR NB RF
MIR 0.69 0.61 064 073 0.6 0.66 061 071
MOZ 0.61 0.64 0.52 065 058 0.58 0.51 0.3
osT 0.58 0.63 0.61 059 054 0.57 0.57 0.55
WIK 0.63 0.62 0.68 067 056 0.56 0.55 0.56

TABLE 8 Median precision for two model building techniques: BOW and TF-IDF.

Dataset BOW TF-IDF

CART LR NB RF CART LR NB RF
MIR 0.69 0.63 0.75 072 0.68 0.66 064 0.72
MOZ 0.61 0.64 0.63 065 056 0.51 046 0.67
osT 0.68 0.71 0.76 066 0.62 0.64 0.64 0.62
WIK 0.66 0.75 0.76 068 059 0.58 0.59 0.58

TABLE 9 Median recall for two model building techniques: BOW and TF-IDF.

Dataset BOW TF-IDF

CART LR NB RF CART LR NB RF
MIR 0.76 0.53 067 084 “074 0.85 0.68 0.84
MOZ 0.61 0.41 0.51 0:%$54/0.56 0.39 0.53 043
oSsT 0.67 0.61 071 030 072 1.00 0.71 098
WIK 0.68 0.47 0.75 080 0.69 1.00 0.94 0.82

technique for three datasets. The TF-IDF technique outperforms the BOW technique for three datasets with respect to median recall. With respect

to median G-mean, for two datasets the bag-of-words technique outperforms TF-IDF.

5.3.2 | Building Prediction Models By Tuning Text Feature Matrix

We present our findings on how tuning text feature matrix can impact prediction performance for the two techniques: BOW and TF-IDF.

Tuning Text Feature Matrix with the Bag-of-words Technique

When we apply the text feature matrix tuning technique, we observe the impact on prediction performance. We present our findings in Figures[5]to
[8] In Figures[5}[8][7] and[8]we, respectively, present the impact of tuning text feature matrix on prediction performance for Mirantis, Mozilla, Open-
stack, and Wikimedia. In each of these figures, we report the prediction performance for the four learners CART, LR, NB, and RF. In each figure the

TABLE 10 Median F-measure for two model building techniques: BOW and TF-IDF.

Dataset BOW TF-IDF

CART LR NB RF CART LR NB RF
MIR 0.71 0.59 0.67 077 0.67 0.72 0.65 0.72
MOz 0.57 0.49 049 064 054 0.44 049 049
OSsT 0.65 0.65 0.69 067 0.69 0.74 0.66 0.74
WIK 0.66 0.56 071 072 059 0.70 0.71 0.65
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TABLE 11 Median accuracy for two model building techniques: BOW and TF-IDF.

Dataset BOW TF-IDF

CART LR NB RF CART LR NB RF
MIR 0.67 0.60 0.65 067 0.65 0.67 061 071
MOZ 0.62 0.62 063 067 058 0.54 0.51 0.1
osT 0.59 0.63 0.63 060 0.56 0.60 0.58 0.60
WIK 0.62 0.60 0.67 068 0.56 0.57 0.62 0.55

TABLE 12 Median G-mean for two model building techniques: BOW and TF-IDF.

Dataset BOW TF-IDF

CART LR NB RF CART LR NB RF
MIR 0.67 0.70 0.67 069 0.67 0.73 0.65 0.76
MOZ 0.59 0.50 049 064 055 045 049 051
oSsT 0.65 0.66 0.69 076 0.69 0.76 0.66 0.75
WIK 0.71 0.59 0.71 076 0.60 0.73 0.73 0.66

x-axis corresponds to the varying amount of text features used to construct the text feature matrix, and y-axis presents the median prediction per-
formance values. We use these figures to demonstrate how tuning of text features impact pradiction performance i.e. show increasing, decreasing,
or constant trends.

The impact of tuning text feature matrix however is different for different learners'and the datasets. For the Mirantis dataset, for LR and NB the
recall score decreases, but increases for CART. In case of the Mozilla dataset ,whien\we use LR, the F-measure, G-mean, precision and recall values
decrease when all the text features are used. In a similar manner, we observewien we use Wikimedia with LR, the values decrease for accuracy,
AUC, F-measure, G-mean, precision, and recall.

For the Openstack dataset we observe minor differences in prediction performance measures for all learners. However, this finding indicates

that using smaller amount of text features can be used to obtain grediction performance measure similar to that of large amount of text features.

Tuning Text Feature Matrix with the TF-IDF Techriquie

With the TF-IDF technique, we also observe the impatct of tuning text feature matrix on prediction performance. We present our findings in
Figures[9}[I2] In Figures[9)[TI0)[1T] and[I2]we, respectively, present the impact of tuning text feature matrix on prediction performance for Mirantis,
Mozilla, Openstack, and Wikimedia. In each of these figures, we report the prediction performance for the four learners CART, LR, NB, and RF.

The impact of tuning text feature matrix is observable for specific learners. In the case of TF-IDF analysis, the change in precision and recall is
observable for NB. For example, as shown in Figure[9] for NB the precision decreases from 0.78 to 0.64. In a similar manner, from Figure [10] we
observe for LR and NB we observe precision to decrease. For LR, the precision when we use 1500 and 1808 text features is respectively 0.70 and
0.46. For NB, the precision when we use 1500 and 1808 text features is respectively 0.67 and 0.44.

For Mozilla, Openstack and Wikimedia, we notice NB to achieve the highest median recall when all text features in the dataset is used, indicating
that even though false positives are generated (low precision), using all text features can be helpful to identify defective scripts in the dataset with
the TF-IDF approach.

Another finding we observe from the Openstack dataset is that the prediction performance measures remain overall consistent. For example,
when we use CART and vary the number of text features selected from 100 to 3545, we observe AUC to vary between 0.51 and 0.55. The highest
median AUC is observable when we use 100 test features. This finding indicates that using smaller amount of text features we may obtain the
highest possible AUC for a certain learner.

Summary: We summarize or findings from Sections[5.3.1and[5.3.2]in Table[I3] In Table[I3] we report the combination of techniques for which
we observe the highest median prediction performance. Each cell in the entry is a tuple where we report the learner, feature extraction technique,
and the tuning technique i.e. DE or text feature matrix (TFM). For example, for the Mirantis dataset we observe the highest median accuracy when

the learner, feature extraction technique, tuning technique is respectively, Naive Bayes (NB), TF-IDF, and text feature matrix (TFM).
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FIGURE 5 The impact of tuning text feature matrix on prediction performance for Mirantis when we use bag-of-words. Figures and
respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.

From Table[I3] we observe that for F-measure and Recall the DE tuning technique provides the best performance for all datasets. For precision
we observe the highest performance with respect to precision for all four datasets. We observe BOW technique to co-occur more with the DE-

based tuning technique compared to the text feature matrix technique. For precision, the TF-IDF technique co-occurs more with the text feature

matrix technique instead of BOW.
In short, based on prediction performance measure tuning techniques can impact differently. Along with paramter tuning of statistical learners

we also observe the importance of tuning text feature matrices when text features are used.

6 | DISCUSSION

We discuss our findings with possible implications:

Prioritizing Verification and Validation Efforts: As shown in Table|§|and TabIeEl one property that characterizes defective laC scripts is perform-
ing file-related operations. Erroneous file mode and file path can make filesystem operations more susceptible to defects. Filesystem operations
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FIGURE 6 The impact of tuning text feature matrix on prediction performance for Mozilla when we use bag-of-words. Figures and
respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.

are performedin 15.1%,21.7%, 14.5%, and 23.4% of the scripts respectively for Mirantis, Mozilla, Openstack, And Wikimedia. To perform file oper-
ations, practitioners have to provide configuration values such as file location and permissions. While assigning these values practitioners might
be inadvertently making mistakes and introducing defects to laC scripts. Software teams can take our findings into account, and prioritize their
verification and validation efforts accordingly. They can write tests dedicated for scripts that are used to perform filesystem operations such as
setting file locations and permissions. They can also benefit from extra inspection efforts to check if proper configuration values are being assigned

in these particular scripts.

Cito et al. [8] interviewed practitioners and observed that in cloud-based application development, use of 1aC tools such as Puppet, is fundamental
to automated provisioning of development and deployment infrastructure. Findings from our research provides further evidence to their obser-
vations. We also observe that infrastructure provisioning can be a source of defects for 1aC scripts. Infrastructure provisioning using laC scripts
involves executing a sequence of complex steps, for example installation of third-party packages, ensuring scalability, and handling the sensi-
tive information of systems [35]. While implementing these steps, practitioners might be introducing defects inadvertently. As shown in Table
infrastructure provisioning appears respectively for 29.1%, 6.9%, 18.9%, and 17.9% of Mirantis, Mozilla, Openstack, and Wikimedia scripts.

Similar recommendations apply for managing user accounts as well. Similar to filesystem operations, 1aC tools provide the options to setup and

manage users [30], and practitioners have to provide the proper configuration values in the required format. Our research indicates the practice
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FIGURE 7 The impact of tuning text feature matrix on prediction performance for Openstack when we use bag-of-words. Figures and

respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.

of setting up user accounts is susceptible to defects, and |aC scripts that are used for user account management should be prioritized for more

verification and validation. Compared to filesystem operations, scripts used for managing users is smaller: 6.6%, 2.5%, 1.1%, and 1.6% respectively,

for Mirantis, Mozilla, Openstack, and Wikimedia.

Tools: Our answer to RQ-2 provides evidence that text features can be a strategy to build defect prediction models for 1aC scripts. Building defect

prediction models for laC scripts also provide the opportunity of creating new tools and services for 1aC scripts. For software production code,

such as C++ and Java code, tools and services such as DevOps InsightsElexist that predict which source code files can be defect-prone. Toolsmiths

can apply text mining on laC scripts to build defect prediction models for |aC scripts.

Future Research: We investigate two techniques to mine text features. Researchers can investigate if other techniques such as topic modeling [4]

and word2vec can be applied to extract text mining features for defect prediction of laC scripts. Future research can investigate how to

improve the accuracy of text feature-based defect prediction models. Researchers can also investigate how text-based features compare with

code metrics and process metrics.

B https://www.ibm.com/cloud/devops-insights
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FIGURE 8 The impact of tuning text feature matrix on prediction performance for Wikimedia when we use bag-of-words. Figures and
respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.

Researchers can also benefit from our tuning analysis where we have tuned the parameters of the statistical learners. We have observed that tun-
ing of statistical learners yielded the best prediction performance with respect to F-measure, G-Mean, and recall. On the other hand, for precision
the tuning of text feature matrix helped to achieve the highest precision. When using text features, we recommend researchers to explore tuning

of text feature matrices as well as tuning of learner parameters.

7 | THREATSTO VALIDITY

We discuss the limitations of our paper as following:

e Conclusion Validity: Our approach is based on qualitative analysis, where raters categorized XCMs, and assigned defect categories. We
acknowledge that the process is susceptible human judgment, and the raters’ experience can bias the categories assigned. The accompanying
human subjectivity can influence the distribution of the defect category for laC scripts of interest. We mitigated this threat by assign-
ing multiple raters for the same set of XCMs. Next, we used a resolver, who resolved the disagreements. Further, we cross-checked our

categorization with practitioners who authored the XCMs, and observed ‘substantial’ to ‘almost perfect’ agreement.
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FIGURE 9 The impact of tuning text feature matrix on prediction performance for Mirantis when we use TF-IDF. Figures andrespec—
tively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the six

prediction performance measures.

o Internal Validity: We have used a combination of commit messages and issue report descriptions to determine if an 1aC script is associated
with a defect. We acknowledge that these messages might not have given the full context for the raters. Other sources of information, such

as practitioner input, and code changes that take place in each commit could have provided the raters better context to categorize the XCMs.

We have used two text mining techniques, and we acknowledge that our use of two techniques is not comprehensive. We observe the oppor-
tunity to apply sophisticated text mining techniques, such as deep learning for text-based feature discovery. We also acknowledge, some
defects such as incorrect file paths may not be captured using text features. We advocate for mining new sets of metrics such as code metrics,

and process metrics.

e Construct validity: Our process of using human raters to determine defect categories can be limiting, as the process is susceptible to mono-

method bias, where subjective judgment of raters can influence the findings. We mitigated this threat by using multiple raters.

Also, for Mirantis and Wikimedia, we used graduate students who performed the categorization as part of their class work. Students who
participated in the categorization process can be subject to evaluation apprehension, i.e. consciously or sub-consciously relating their per-
formance with the grades they would achieve for the course. We mitigated this threat by clearly explaining to the students that their

performance in the categorization process would not affect their grades.
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FIGURE 10 The impact of tuning text feature matrix on prediction performance for Mozilla when we use TF-IDF. Figures and
respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.

The raters involved in the categorization process had professional experience in software engineering for at two years on average. Their
experience in software engineering may make the raters curious about the expected outcomes of the categorization process, which may
effect the distribution of the categorization process. Furthermore, the resolver also has professional experience in software engineering and

laC script development, which could influence the outcome of the defect category distribution.

e External Validity: Our scripts are collected from the OSS domain, and not from proprietary sources. Our findings are subject to external

validity, as our findings may not be generalizable.

8 | CONCLUSION

1aC scripts provide practitioners the opportunity to build automated deployment pipelines. Similar to software code, laC scripts can be defective.
We focus on identifying characteristics of defective laC scripts. By applying text mining techniques, and qualitative analysis, we identify three prop-
erties that characterize defective scripts: filesystem operations, infrastructure provisioning, and managing user accounts. We observe these three
properties appear, respectively, in 31.1%, 34.5%, and 42.9% scripts of the Mozilla, Openstack, and Wikimedia dataset. Next, we build prediction
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FIGURE 11 The impact of tuning text feature matrix on prediction performance for Openstack when we use TF-IDF. Figures and

respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.

models using statistical learners and parameter tuning of statistical learners. Our constructed defect prediction models using text features yielded a

median F-measure of 0.72,0.64,0.74, and 0.72, respectively, for Mirantis. Mozilla, Openstack, and Wikimedia Commons. Based on our findings, we

advocate practitioners to allocate sufficient validation and verification efforts for lIaC scripts which include any of the following operations: filesys-

tem operations, infrastructure provisioning, or managing user accounts. We also investigated two tuning strategies: tuning parameters of statistical

learners and tuning text feature matrices. Based on our findings we observe the importance of tuning text feature matrices when text features are

used along with paramter tuning of statistical learners.
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FIGURE 12 The impact of tuning text feature matrix on prediction performance for Wikimedia when we use TF-IDF. Figures and
respectively presents the impact of tuning text feature matrix for CART, LR, NB, and RF. Each subfigure presents the performance measures for the

six prediction performance measures.
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