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ABSTRACT

In organizations that use DevOps practices, software changes can
be deployed as fast as 500 times or more per day. Without
adequate involvement of the security team, rapidly deployed
software changes are more likely to contain vulnerabilities due to
lack of adequate reviews. The goal of this paper is to aid software
practitioners in integrating security and DevOps by summarizing
experiences in utilizing security practices in a DevOps
environment. We analyzed a selected set of Internet artifacts and
surveyed representatives of nine organizations that are using
DevOps to systematically explore experiences in utilizing security
practices. We observe that the majority of the software
practitioners have expressed the potential of common DevOps
activities, such as automated monitoring, to improve the security
of a system. Furthermore, organizations that integrate DevOps and
security utilize additional security activities, such as security
requirements analysis and performing security configurations.
Additionally, these teams also have established collaboration
between the security team and the development and operations
teams.

Categories and Subject Descriptors. D.2.0
[Software Engineering]: Design-Methodologies
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1. INTRODUCTION

DevOps is a software process that emphasizes collaboration
within and between different teams involved in software
development [2]. According to a study from CA Technologies
[22], 88% of 1425 organization executives stated that they have
adopted DevOps, or are planning to adopt DevOps in the next five
years. According to Puppet Labs’ 2015 State of DevOps Report
[10], organizations that have adopted DevOps experienced 60
times fewer failures and deploy 30 times more frequently than
organizations that have not adopted DevOps. Despite the
popularity and perceived benefits, software security aspects of
DevOps remain a concern for organizations that want to adopt
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DevOps [22]. In organizations that use DevOps practices,
developers can commit and deploy their software changes at a
rapid rate using an automated pipeline [6]. For example, in
Facebook developers can deploy software changes up to 500
times a day [4]. At such a rapid rate, if the security team operates
in isolation without close collaboration with the development and
operations teams, then the rapidly deployed software changes
might not undergo the adequate security reviews, potentially
leading to vulnerable software. Bringing security principles within
the DevOps process can help the organization in achieving better
quality of software by integrating security checks into the phases
of development, testing, and deployment.

The goal of this paper is to aid software practitioners in
integrating security and DevOps by summarizing experiences in
utilizing security practices in a DevOps environment.

According to Moore [16], organizations often prefer to learn
through the experiences of other organizations that belong to the
same industry. Thus, organizations that are considering adopting
DevOps can also benefit from a study that identifies the names of
organizations that have adopted DevOps and are using software
practices to integrate security.

We state the following research questions:

RQ1: Perception. How do software practitioners perceive the
integration of DevOps and security? What DevOps related
activities contribute to those perceptions?

RQ2: Security Practices. What security practices are used by
organizations that integrate security into DevOps?

We answer these research questions by first selecting and
analyzing a set of 66 Internet artifacts, such as blog posts,
conference presentations, and video presentations. We then
identified the perceptions of DevOps towards the system’s
security and DevOps related activities that contribute towards
these perceptions. We also identified a set of software practices
used to integrate security in DevOps. Leveraging findings from
our analysis of Internet artifacts, we created a survey to further
investigate perceptions of DevOps towards the system’s security,
and the activities that contribute to such perceptions. The survey
was administered to representatives of nine organizations that
have adopted DevOps. Software practitioners have
interchangeably used the two terms ‘activity’ and ‘security
practice’, but we differentiate between the two terms ‘activity’,
and ‘security practice’ to facilitate the discussion in the paper. In
our paper, an activity focuses on achieving a small, well-defined
goal that has a tangible output. For example, ‘automation of
testing’ is an activity. A security practice is a collection of
activities that can be grouped based on existing similarities within
those activities. For example, ‘use of automation activities’ is the
practice that contains the activity of ‘automation of testing’.



We summarize the contributions of this paper as follows:

e A list of DevOps activities that seem to have a positive and
negative impact on the security of a system;

o A list of security practices and an analysis of how they are used
in organizations that have adopted DevOps to integrate
security; and

e An analysis that quantifies the levels of collaboration amongst
the development teams, operations teams, and security teams
within organizations that are using DevOps.

The rest of the paper is organized as follows: Section 2 provides

necessary background and prior work that are related to our study.

In Section 3, we describe our methodology. In Section 4, we

provide findings from our study. We describe the limitations of

our paper in Section 5. In Section 6, we discuss several
observations from our study.

2. BACKGROUND AND RELATED WORK

In this section, we provide background information and prior
academic work relevant to our study.

2.1 Background

Smeds et al. [21] defined DevOps as a collection of software
engineering activities such as, continuous planning, and
continuous deployment that are supported by cultural facilitators
such as sharing of responsibility and goals, and technical
facilitators such as automated build process, and automated
configuration management. According to Dyck et al. [2], DevOps
is the software process that emphasizes collaboration within and
between different teams involved in software development. For
the rest of the paper, we refer to organizations that use DevOps to
deliver software and services as DevOps organizations.

Software practitioners have stressed the importance of integrating
security in DevOps. As a result, the term DevSecOps has gained
popularity recently. In April 2012 Turnbull [23] introduced the
concept of collaboration between security teams and every other
team inside the organization.

In this paper, we use the term DevSecOps to refer to the concept
of integrating security principles through increased collaboration
between the development teams, operations teams, and security
teams of a DevOps organization.

To facilitate our discussion in the paper we differentiate between
the two terms ‘activity’, and ‘security practice’. In this paper, a
DevOps activity focuses on achieving a small, well-defined goal
that has a tangible output. A security practice is a collection of
activities that can be grouped based on existing similarities within
those activities.

2.2 Related Work

Prior studies have discussed software practices used in DevOps
and continuous deployment, security aspects of Agile
methodologies, and security initiatives proposed for organizations.
Feitelson et al. [4] in their work reported development and
deployment practices conducted in Facebook, and stated how
software changes related to end-user privacy is handled differently
by limiting the deployment rate. Smeds et al. [21] described
barriers of adopting DevOps amongst organizations, but did not
consider the security aspects of DevOps. Rahman et al. [18]
investigated the usage frequency of 11 software practices used
amongst software companies that implement continuous
deployment. In our study, we have listed the DevOps related
activities that can contribute positively or negatively for software
security.

In the Building Security In Maturity Model (BSIMM) McGraw et
al. [14], studied the security initiatives of 78 organizations and
listed their activities related to software security. Epstein et al. [3]
identified 13 software practices that are detrimental to software
security for organizations that use service-oriented architecture
and provide software services. Bartsch [1] explored the
perceptions of software security amongst Agile practitioners and
observed the importance of appropriate involvement of customers,
and continuous improvement, to implement software security
amongst Agile practitioners. Our paper focuses on investigating
the perceptions of software practitioners towards DevOps with
respect to the system’s security, and reporting the practices that
have been used to integrate security for DevOps.

3. RESEARCH METHODOLOGY

We describe the major steps of our study in this section. Our first
step was to identify and analyze Internet artifacts. We then
conducted a survey® with nine DevOps organizations to further
investigate perceptions and security practices that they use to
integrate security.

3.1 Analysis of Internet Artifacts

We used the Google search engine to identify Internet artifacts,
such as blog posts, conference presentations, and video
presentations. Initially we used the search string “security in
DevOps” to identify the necessary set of Internet artifacts in the
study. We then extended our list of search strings based on two
observations:

o From the top 50 search results for the search string “security in
DevOps” we observe that security in DevOps is also referred as
“DevSecOps”, “SecDevOps”, “SecOps”, and “RuggedOps”

e Rahman et al. [18] have attributed continuous deployment and
continuous delivery to be related to DevOps

Considering the above two observations, we utilized seven search

strings to identify the necessary Internet artifacts for the study:

“security in DevOps”, “DevSecOps”, “SecDevOps”, “SecOps”,

“RuggedOps”, “Security in Continuous Delivery”, and “Security

in Continuous Deployment”.

Next, we collected the top 50 search results for each of the seven
search strings. We excluded an Internet artifact from the study if
all of three conditions were true for the artifact:

o the artifact did not discuss the benefits of DevOps activities for
the system’s security;

o the artifact did not discuss the negative effects of DevOps
activities for the system’s security; and

o the artifact did not discuss what software practices can be used
to integrate security in DevOps.

From the identified Internet artifacts we investigated what

DevOps activities have software practitioners’ considered

beneficial and negative to the security of the system. To identify

these DevOps activities we separated the activities that are

considered as beneficial and detrimental to the system’s security

in two separate lists. If multiple activities were mentioned in

different artifacts then we include that activity only once, and

keep track of how many Internet artifacts in which the activities

were mentioned.

We also investigated what security practices have software
practitioners stated to integrate security in DevOps. To identify
these security practices, we read the Internet artifacts and listed
each practice. If different terminologies were used for the same
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practice, then that particular practice is included once for our
study. For example, the two terms ‘automation of monitoring’,
and ‘automation of testing’ fall under the same practice ‘use of
automation activities’.

In some Internet artifacts, software practitioners have reported
different activities that constitute a certain practice. To find such
activities we read the artifacts, and document each new activity. If
different terminologies are used to mention the same activity, then
we list that activity only once. For example, if ‘use of automated
linters’, and ‘use of automated code review’ were mentioned in
same or different Internet artifacts then we include the activity
‘automation of code review’ once.

3.2 Survey

We surveyed one representative of each of nine organizations that
utilize DevOps practices to investigate their perception of DevOps
activities with respect to system’s security. We also queried the
survey respondents about their use of security practices. Please
recall that in our paper, an activity focuses on achieving a small,
well-defined goal that has a tangible output, and a security
practice is a collection of activities that can be grouped based on
existing similarities within those activities.

We designed the survey based on our findings from our analysis
of Internet artifacts. In the survey, we asked the participants to
identify the DevOps activities that they think can help positively
towards software security. We asked them to select from a list of
activities that we obtained from our analysis of Internet artifacts in
form of multiple check boxes. We also provided the option for a
free form text to mention additional activities not included in the
list. From our analysis of Internet artifacts, the count of DevOps-
related activities contributing negatively to system’s security are
small when compared to that of the DevOps activities that
contribute positively. As a result, we only used a free form text to
identify the activities that can contribute negatively to the
system’s security.

In the survey, we asked the survey participants which of the
identified security practices they use, along with necessary
activities. The survey participants were also provided the option to
mention any additional activities that they use to integrate
security.

As DevOps necessitates increased collaboration between teams
[21], in the survey we asked three questions that assess
collaboration between:

o development and operations teams;
o development and security teams; and
e security and operations teams.

We used a Likert Scale [11] from one to five, where five indicated
the highest level of collaboration, and one indicated the lowest. If
the DevOps organization did not have any one of the above-
mentioned teams, we asked the survey participant to assign zero.
Later in our analysis we refer to the collaboration ratings of five,
four, three, two, and one respectively as ‘highest’, ‘high’,
‘moderate’, ‘low’, and ‘lowest’.

4, RESULTS

In our study, we collected 350 Internet artifacts that included blog
posts, conference presentations, and video presentations. After
eliminating artifacts through the use of our exclusion criteria, we
included 66 Internet artifacts in our study. The complete list of

Internet artifacts used in the study is available online2. In our
study, 55 of the 66 Internet artifacts were blog posts, five were
conference presentations, five were Slideshare presentations, and
one was a video presentation.

In our study, we surveyed one software practitioner from each of
the nine DevOps organizations. These organizations were: CA
Technologies, Cisco Systems, CoolBlue, Facebook, Google,
LexisNexis, Mozilla Firefox, Netflix, and SAS.

We organize the following two sub-sections to present results
related to RQ1 and RQ2, respectively, based upon our analysis of
Internet artifacts and survey.

4.1 RQZ1: Perception

In this sub-section, we present the activities that contribute to
software practitioners’ perceptions of DevOps to the system’s
security based upon an analysis of Internet artifacts and the
survey.

4.1.1 Analysis of Internet Artifacts

From our analysis of the Internet artifacts, we found that in 32 of
the 66 artifacts software practitioners discussed the perceptions of
DevOps towards a system’s security. Software practitioners stated
five DevOps activities that can improve a system’s security. We
present these activities in Table 1. The column ‘References’
presents the count of Internet artifacts in which the author referred
the corresponding activity. As shown in Table 1, use of automated
monitoring was the most referred activity, followed by use of
automated pipeline. We observe the concept of automation getting
mentioned as four of the five top activities in 27 artifacts.

Table 1: How DevOps positively impacts software security?

Activity References
Use of automated monitoring 13

Use of automated pipeline to deploy software | 8
Automatic deployment of software 3
Automatic testing of software changes 3
Delivering software in small increments 3

We also found three DevOps activities that artifact authors felt
caused a negative impact on a system’s security, as presented in
Table 2. In Table 2, the column ‘References’ presents the count of
Internet artifacts that referred to the corresponding activity.

Table 2: Why DevOps can be detrimental to software security?

Activity References

Use of immature automated deployment tools | 2

Use of inappropriate software metrics 2

Inadequate monitoring of collaboration 1

4.1.2 Analysis of Survey

Table 3 presents DevOps activities mentioned by the survey
respondents that can improve a system’s security. In Table 3, we
present two columns: “Yes’, and ‘No’. “Yes’ represents the count
of survey respondents who consider a specific activity to be
contributing positively to system’s security, and ‘No’ represents
the count of survey respondents that do not consider that specific

2 http://www.realsearchgroup.org/realsearch/devsecops-ref/



activity to be positively contributing towards system’s security.
As shown in Table 3, automated monitoring is the most
referenced activity that can makes DevOps beneficial to a
system’s security. Apart from automated monitoring, six or more
of the nine survey respondents have considered automated
deployment, and automated pipeline to be activities that can
contribute positively to a system’s security.

Table 3: DevOps activities that are beneficial for security

Activity Yes | No

Use of automated monitoring

Use of automated pipeline to deploy software

Automatic deployment of software

Automatic testing of software changes
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Delivering software in small increments

Our survey respondents stated different DevOps activities that can
contribute negatively to a system’s security. According to five
survey respondents, the fast deployment of software can
contribute negatively for DevOps with respect to a System’s
security. These software practitioners argued that to ensure rapid
deployment of software, DevOps organizations might overlook
crucial security techniques, for example performing security tests
or performing penetration tests.

Increased collaboration amongst different teams is another
activity that can contribute negatively to system’s security,
according to two of the nine survey respondents. Collaboration
between the development teams, and operation teams implies that
some members of both teams might get unrestricted access to
different parts of the system, enabling them to intentionally or un-
intentionally harm system’s security. One survey respondent
identified the use of third party libraries to deploy software
products, to be an activity that is detrimental to system’s Security.
Often these third party libraries are not thoroughly tested to
identify security wvulnerabilities and might lead to rapidly
deploying vulnerable software.

4.2 RQ2: Security Practices
Similar to Section 4.1, we answer RQZ2 using our analysis of
Internet artifacts, and analysis of survey that are presented
respectively in Section 4.2.1, and 4.2.2.

4.2.1 Analysis of Internet Artifacts

We found 34 Internet artifacts that discuss the use of security
practices for integrating security in DevOps organizations. From
our analysis of these 34 Internet artifacts, we observe four security
practices: use of automation activities; collaboration amongst
different departments of the software organization; providing
security training for development team members; and use of non-
automated security activities. We describe these practices briefly
in the following four sub-sections.

4.2.1.1 Use of Automation Activities

Automation of all activities related to software development is

one of the common software practices used in DevOps culture. In

this paper we refer to this security practice as ‘use of automation

activities’. This security practice includes five automation

activities. We list the automation activities that were mentioned in

the studied Internet artifacts with definitions, as following:

o Automation of Code Review: Code review is the activity of
presenting source code changes for comment, approval, and
improvisation [7]. Automation of code review is the activity of

performing code review, and giving appropriate feedback to the
software developers of interest, using open source and
commercial static analysis tools [13].

o Automation of Monitoring: Automation of monitoring refers to
the activity of gathering, reporting, and storing system-related
information such as CPU usage and memory usage for further
analysis using automated tools [7].

o Automation of Software defined Firewall: Automation of
software defined firewall is the activity to maintain consistent
policies to manage the settings of the organization’s firewall
using automated tools [15].

o Automation of Software Licensing: Software licensing is the
activity of enabling users to purchase, install, and use software
in accordance with a set of conditions set by the software
vendor [5]. We define automation of software licensing as the
activity that ensures users are purchasing, installing, and using
the software as per the conditions set by the software vendor of
interest, using automated tools.

o Automation of Testing: Automation of testing refers to the
activity of automatically performing testing tasks, such as test
case management, test monitoring and control, and test data
generation, for different types of tests namely, functional
testing, integration testing, and unit testing [9].

Several Internet artifacts have referenced these automation
activities, as shown in Table 4. According to Table 4, automated
monitoring is the most referred automation activity amongst the
studied Internet artifacts. Apart from automated monitoring,
automated testing and automated code review, are other
automation activities that are referred in more than 10 Internet
artifacts.

Table 4: List of automation activities

Name References
Automation of monitoring 20
Automation of testing 13
Automation of code review 11

Automation of software licensing

Automation of software defined firewall

4.2.1.2 Collaboration

The practice of actively collaborating with other teams is another
practice that software practitioners have stated in the Internet
artifacts. Increased collaboration between development teams,
security teams, and operation teams have been mentioned in 16
Internet artifacts. In 13 Internet artifacts, authors reported that
instead of operating in silos, the security team could adopt
existing DevOps automation activities inside the organization, and
customize existing security tools in a way that ensures the
feedback cycle between the security team, with the other teams is
short. In another Internet artifact, an author stated developers
could learn from the security team and build or customize the
necessary security tools by themselves.

4.2.1.3 Providing Security Training

Software practitioners referred security training for development
team members to integrate security in DevOps organizations. This
practice was mentioned in three Internet artifacts. Completing
relevant online coursework, attending developer boot camps, and
in-house security awareness meetings are the three activities that
the authors mentioned on implementing this practice.




4.2.1.4 Use of Non-Automated Security Activities

We identified 10 security activities from the Internet artifacts of
interest. We describe these security activities with definitions as
following:

o Design Review: Design review is the activity of reviewing the
design of the entire software as well as different modules of the
software to identify potential security flaws that might be
exposed at latter stages of software development [12].

¢ Input Validation: Input validation is the activity of performing
data validation, and rejecting non-conformant data that are both
entering and exiting the software of interest [20].

o Isolation of Untrusted Inputs: Isolation of untrusted inputs is

the activity of identifying, and performing security measures on
resources that are not verified as secure by the system vendor
for example, third party library used to develop the software
[19].
Performing Compliance Requirements: Performing compliance
requirements is the activity that continuously checks if the
software of interest satisfies the federal regulations set by the
government as per the domain of interest such as healthcare,
and trade organizations [8].

e Performing Security Configurations: Performing security
configurations is the activity of identifying potential resources
that contain configuration information related to the software,
and securing them using security tests [12].

e Performing Security Policies: Performing security policies is
the activity of ensuring all software related information is only
accessible to entities with appropriate level of authorization
[19].

e Security Requirements Analysis: Security requirements analysis
is the activity of identifying a set of capabilities that must be
possessed by the software to satisfy a set of specifications that
ensures prevention of intentional or unintentional unauthorized
access to the software [12].

e Performing Manual Security Tests: Performing manual security
tests is the activity that aims to reduce software risk by
applying two tasks: ensuring that the software’s functionality is
properly implemented, and executing risk-based security testing
via simulating an attacker [17]. Security tests such as
penetration testing can be performed in an automated or non-
automated fashion to systematically compromise different parts
of the software. We do not include performing manual security
tests as part of the ‘use of automation activities” practice as this
activity is non-automated.

e Risk Analysis: Risk analysis is the activity of creating design
specifications relevant to security and later on testing those
design specifications [12].

e Threat Modeling: Threat modeling is the activity of identifying,
describing, and categorizing threats along with the actors or
agents who are associated with those threats [12].

Several Internet artifacts have referenced these security activities
as shown in the ‘References’ column of Table 5. According to
Table 5, performing security requirements analysis was the most
referenced security activity amongst the 10 non-automated
security activities of interest.

Table 5: Security activities referred in Internet artifacts

Name

References

Security requirements analysis

Performing security configurations

Performing security policies

Performing manual security tests

Performing compliance requirements

Design review

Input validation

Isolation of untrusted inputs

Threat modeling

Risk analysis
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4.2.2 Analysis of Survey

Here we discuss or findings from analyzing the survey. First we
discuss the usage of four security practices amongst the nine
organizations. Then we provide the details of practice usage in

terms of activities.

Our survey analysis states that all of the nine DevOps
organizations use three of the four identified security practices.
Two of the nine DevOps organizations do not use the practice of
providing security training for development team members.

4.2.2.1 Use of Automation Activities

Table 6 presents the use of automation activities amongst the nine
DevOps organizations. From Table 6, we observe automation of
monitoring, and automation of testing are the two most frequently

used automation activities

organizations.

amongst the nine
None of DevOps organization reported any

DevOps

additional automation activity that was not included in the survey.

Table 6: Use of automation activities

Name Yes | No
Automation of monitoring 8 1
Automation of testing 8 1
Automation of code review 7 2
Automation of software defined firewall 6 3
Automation of software licensing 4 5

4.2.2.2 Collaboration

All of the nine survey respondents have reported to have separate
development and security teams in their organizations. Eight of
the nine representatives have reported to have a separate
operations team. In Table 7, we present our findings for three
types of collaborations namely, ‘Dev&Ops’, ‘Dev&Sec’, and
‘Sec&Ops’. For each of the nine organizations, Dev&Ops
presents the level of collaboration between development and
operations teams, Dev&Sec presents the level of collaboration
between development and security teams, and Sec&Ops presents
the level of collaboration between security and operations teams.
Each cell in the table presents the count of DevOps organizations
for a certain type of collaboration. For example, for the

collaboration type ‘Dev&Ops’,

five of the nine DevOps

organizations reported their collaboration as ‘High’. A survey
respondent of one DevOps organization reported not having a

separate operations team, and

responded with a zero for




collaboration types Dev&Ops and Sec&Ops. We exclude that
survey response in Table 7.

Table 7: Level of collaboration

Lowest | Low | Moderate | High Highest
Dev&Ops | 1 0 1 5 1
Dev&Sec | 0 2 4 1 2
Sec&Ops | 0 0 4 3 1

4.2.2.3 Providing Security Training

According to our survey results, seven of the nine DevOps
organizations provided security training for their development
team members.

4.2.2.4 Use of Non-Automated Security Activities
Table 8 presents the frequency of security activity usage amongst
the nine DevOps organizations of interest. As shown in Table 8,
performing security policies, and performing manual security tests
are the two most frequently used security activities. From Section
4.2.1.4, our analysis of Internet artifacts identified use of security
requirements analysis as the most frequently referenced security
activity amongst the Internet artifacts of interest. Five of the nine
DevOps organizations have reported to use this security activity.
None of DevOps organization reported any additional security
activity that was not included in the survey.

Table 8: Use of security activities

Z
o

Name Yes

Performing security policies

Performing manual security tests

Input validation

Performing compliance requirements

Performing security configurations

Risk analysis

Isolation of untrusted inputs

Threat modeling

Design review
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Security requirements analysis

5. LIMITATIONS

In our study, we cannot claim that the set of Internet artifacts is
complete as we used seven search strings to collect the necessary
Internet artifacts. We do not claim that the identified security
practices for integrating security in DevOps is complete. Since the
number of surveyed organizations is small, we cannot strongly
claim our findings are generalizable. We did not study if there is
any relationship between the use of automation activities, and
quality of software deployed by the nine DevOps organizations of
interest. We also did not discuss whether level of collaboration
between different teams had an impact on use of the four security
practices, the five automation activities, or the ten security
activities. We leave the scope of pursuing these limitations as
research guidelines for future work.

6. DISCUSSION

We use this section to discuss our findings from our analysis of
Internet artifacts and the conducted survey.

e According to our analysis of Internet artifacts, use of automated
monitoring was the most frequently mentioned activities that
software practitioners perceive beneficial to system’s security.
The majority of the survey respondents also echoed this
observation; eight of the nine survey respondents stated
automated monitoring to be one of the DevOps activities that
are beneficial to system’s security. Velasquez et al. [24] in their
study identified automated monitoring to be one of the ‘top’
activities amongst DevOps organizations. Other DevOps
activities such as use of automated pipeline, and automated
testing, were identified as benefactors to system’s security in
Internet artifacts, as well as by five or more of the nine survey
respondents.

Observation 1 - Commonly used DevOps activities, such
as automated monitoring, automated testing, and
automated deployment of software can be helpful to a
system’s security.

e In one Internet artifact, collaboration was mentioned as an
activity that negatively impacts system’s security. This view
was also echoed by two of the survey respondents. When teams
collaborate too closely, individuals might inappropriately get
access to system resources, and accidentally or deliberately
change system properties and hurt system’s security.

Observation 2 — Unrestricted collaboration might lead to
inappropriate access to system resources, which may hurt a
system’s security.

e We observe that software practitioners have mixed opinions
about automated deployment of software with respect to
system’s security. The analysis of Internet artifacts and the
survey indicated that, software practitioners find automated
deployment to be beneficial to system’s security. However,
both the analysis of artifacts and survey revealed a security
concern related to automated deployment if the DevOps
organization uses improper automated deployment tools, or
overlooks the need of security practices in the desire to deploy
software rapidly. From these two seemingly opposite
observations we state that the system’s security might benefit
from automated deployment with adequate supervision from
the security team, and use of proper deployment tools.

Observation 3 — Supervised collaboration with security
team might help in making automated deployment
beneficial to system’s security as a DevOps activity.

e From the survey results found in Table 7, we observe seven or
more of the nine DevOps organizations having ‘Moderate’ or
higher levels of collaboration between the security team and the
other two teams: development, and operations. This finding
echoes our findings from our analysis of Internet artifacts from
which we identified collaboration between all the teams, as a
security practice to integrate security in DevOps.



Observation 4 — Security teams actively collaborate with
development and operations teams in established DevOps
organizations.

e We identified 10 non-automated security activities from our
analysis of Internet artifacts. From Table 8 we observe that five
or more of the nine DevOps organizations are using all the 10
non-automated security activities. We observe a certain level of
consensus between the stated non-automated security activities
in Internet artifacts, and the security activities that are actually
in use within DevOps organizations.

Observation 5 — Security awareness is prevalent amongst
established DevOps organizations, considering their use of
security activities, such as performing security policies,
performing manual security tests, and performing security
configurations.
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